He pozronowyn SMS-xon
mobineHoro onepaTopa
Laxpal MOoxyTh BEPacTH

DiHAHCOBHWA HOMED Teneg oy
T ZHATH MpoWwi 2 SaHKiBCEHUN

CIHEHAPII HIIAXPAHCTB

Nel «He po3zroJsiomyii SMS-ko1 MOOLIBHOTO oniepaTopa»

®inancoBuii Homep TejgedoHy — T1I€¢ HOMEpP MOOUIBHOTO, SKHUU
MpUB’S3aHUM 10 OAHKIBCBKMX PpaxyHKIB. A OTXe 1€ rapHa HaXuBa s
[raxpais.

Ak maxpai MO:XKyTh BKPacTH (piHAHCOBUI HOMep?
XKeptBi TenepoHye maxpaid Mg Mackow IMpaliBHUKa MOOUIBHOIO
oreparopa.
[Iporionye mepedTH Ha HOBI MOMIMNIIEH] cTaHgaptd 3B sa3Ky.  [ns

PExXyYHKIS A .
HATBEPKEHHS OTPIOHO JIKIIe Ha3BaTu Koj 3 SMS.
o x me 3a xoa?
Hacmpasni, 11e maposib i BXOAY B MEPCOHANbHUM KaOIHET KEPTBU Ha CaiTi
MOOUTBHOTO omeparopa. [llaxpail MmBUACHBKO 3IIWCHIOE BiTaJICHUI
[ Houiean e nepeBunyck SIM-kaptku. 3 uporo momeHTy SIM-kapTka XepTBU HE
nparoe, a GiHaHCOBUM HOMEPOM Tele(hOHY pO3MOPSIIKAETHCS MaXPaid.
IIaxpaii Mma€ 3MOry OTpUMATH AOCTYII 10:
e TtenedoHHoi kKHUTH Ta SMS
® AaKKayHTIB B COITIaJIbHUX Mepexax
e bank-ID, Google Account (ICloud), enexTpoHHoi nourtu
3peiTor0 maxpai Mmoxe:
® BKpacTH I'polli 3 0aHKIBChKHX PaxyHKIB
® 0(QOopMUTH OHJIAWH-KPETUTH
® BIJ IMEHI XEPTBU MPOCUTH T'POIIEH y APY3IB B COLIATBHUX MEPE)KAX

SK UbOro He TONMYCTUTH:
TpUMaTHu B cekpeTi SMS-naposib MOOITEHOTO onieparopa
3apeectpyBaru SIM-kapTKy Ha CBiil macnopT abo MepelTu Ha KOHTPAKT 3 MOOLTEHUM ONIEPATOPOM.



Ne2 «He0e3neuHi NOKYyIKH»

70 % BUMaAKiB IIaxpaicTBa CKJIaJa€ CcoIllajibHa I1HXXKEHepis Ta
IaXpaiCcTBO B IHTEPHETI, TOMY, SIKIIO KyMY€ll OHJIAH, TOTPUMYHCS
MpaBWi TUTATDKHOT O€3MeKu Ta Ji3HaBaics OUTbIE MpO MIaxpachKi

Oroeoploi getani yrogwm CXEMH.

TinskKK B ocoBuUcTOMY KabGiHeTi!

Ocpb onHa i3 HUX:
Oco6a BupimuiIa KymuTH IOCh Ha TOPTiBEIbHOMY MalJaHUHUKY.
3Hailluia noTpiOHMI TOBAap Ta BUMIILIA HA 3B'A30K 3 MPOJAABLIEM.
[IpogaBeups 3amicTh TOro, moOO OOrOBOPIOBAaTHM JAETall YroAH B
0ocoOuCTOMY KaOiHETI, HECTIOAIBAHO MPOIOHYE NEPEHUTH B MECEHIKED,
Jie TPOAOBXKYEThCS po3MoBa mpo ToBap. [lceBmompomaBenb Moxke
HaJICUJIaTH JOJIaTKOBI ()OTO TOBapy 1 MIATPUMYBATH PO3MOBY PO
TOBap.
Konu wac mpuxomauth IMIaTUTH, HaJa€ MOCHIIAHHS JJIsS OIUIATH, SIKEe
Be/le Ha (IIIMHIOBUN calT. Bike Ha (IIIMHTOBOMY CalTi JKepTBa,
BBOJUTH PEKBI3UTH KapTKU: HOMEP, TEPMiH Jii, TPHOX3HAUHUI HOMEP
kapTku Ta kon 3 SMS. Illaxpai 3untyroTh 1110 iHPOPMAITIIO Ta KPaayTh
TPOIIIi 3 KAPTKH.

He nepexogb
y meceHaxepmn!

Waxpal Mo¥yTe HagaBaTw
WaXxpaiceki NoOCKUNaHHA
ONA onaaty

[j, HauioHansswi L L -
j Sank Yepainm .

IIlo poOuTH, 106 HLOrO He cTagxoCcsH?
e OroBoproBaTu AeTajl TIILKK B 0COOMCTOMY KaOI1HETI.
® bByTu yBa)KHUM JI0 CalTiB, JIe KYNyETE Ta OIJIauy€eTe TOBap.
o (CaiiTh, sIKI NMPUIMAIOTh OHJANH-TIJIATEX1 MalTh OyTH 3aXHILEHUMH, JUIsI LbOTO B Ha3Bi aJpecu BOHM MaioTh mictutu https:// Ta
3HAYOK «3aMOYO0K»
e Ha caiiTi MatoTh OyTH 3HAYKHM 3aXMCTy OHJIAMH-TMIOKYIIOK BiJ MuiarikHux cucteM — Verified by Visa ta MasterCard SecureCode.
® A Kpaile 3a Bce BUKOPHCTOBYBaTH HAJIOKEHHUH IJIaTIXk.



Ne3 «/Ipyr npocuts y 60pr»

He nocniwan nepekasysaTtu rpouui!

Sarenechonym
Apyry!

LLlaxpal mornu
3/1aMaTtu Woro
o6nikoBWK 3anuc

SAkio cTangapTHI PO3CHIIKU BiJl Mara3uHiB, OaHKIB, MOOTBHUX
OmepaTopiB  TOIMIO MU MOXKEMO MPOIYCTUTH TIOB3, TO
MOBIJIOMJICHHS BiJl IPYy31B MU HIKOJIU HE ITHOPYEMO.

IIlaxpai BUPIIIWINA CKOPUCTATUCH I ITUM.
OTxe, OIIUMOCS PO3MOBCIOKEHOIO MIaXPaiiChKOI0 CXEMOIO B
COLIAIbHUX MEpexkax.

[ITaxpai 31aMyI0Th CTOPIHKY >KEPTBU B COLIAJIBHUX MEPEKaX,
Harnpukian Facebook uu Instagram, a6o x Telegram.
Po3cunarorp  BCIM  IIANWCHHKAM, KOHTAKTaM  OJIHAKOBI
MOBI1JJOMJICHHSI HACTYITHOTO XapaKTepy:

«ITpusit! [To3uu, Oyaw acka, rpomri g0 3aBTpa! Jlyxke tpeda!»
Cymy maxpai 3a3Ha4aroTh pi3HY.

IIlo poOuTH, IKII0 OTPUMAJIH TAKe MOBIIOMJICHHA?

3BUYAIHO, TOI0HA CUTYallld MOXKE CTAaTUCA 3 KOKHUM. | y Ipyra MOIJIO BUHUKHYTH CKPYTHE CTAaHOBHILE. AJie, MepUI HIK MMO3MYaTH TPOILIL:

e [leperenedonyiite npyry.

3a HOMEpOM, SIKMI BU TOYHO 3HA€TE, a HE HA TOW, 1110 BKa3aHUM Ha CTOPIHII B COIllalbHUX Mepexax. bo fKiio maxpai 31amaB CTOPIHKY, TO

MIT 3MIHUTH HOMED TenedoHy B Tpod il KEPTBH.
e 3amuTaiiTe apyra Te, 0 MOXKETE 3HATU TIJTHKH BH.

He 3amxnu € MOXXIMBICTh TIOJ3BOHUTH, YU MOKJIMBO BU JIABHO HE CILJIKYBaJuCs 1 HOMepy TenedoHy y Bac Hemae. Take MUTaHHS Oapa3y

BHUKpPHE LIaxpas.

e HanumiTh CHOUIBHUM JIpY35IM B COLIQJIBHUX MEpekax 4YM HE OTPUMYBAJM BOHM MOAIOHMX MOBijoMieHb Bif apyra. [llaxpai, sk
IPaBUJIO, OJHOYACHO POOJIATH PO3CUIIKY Ha BCIX MIAMUCHHUKIB 3J1aMaHO1 CTOPIHKH.
A 1106 Takoro He Tpammiocs 3 Bamu, cTBOproiiTe CKIaaH1 Ta YHIKAJIBHI TAPOJIl JJIsl KOKHOTO OOJIIKOBOTO 3aITHCY.



Ne5 Cuenapiit maxpas «IlceBro-noxyneunb

TpbOoX3HauUHMA Mapone
HOMEp Ha 3BOPOTi no iHTepHeT-
KapTky GaHKiHry

Kogm OaHkiB
Ta MOBinBHMKX
onepaTopie

1234 5678 9012 2456

MoxHa

NOBIAOMWUTK NULWE
16-3HaYHMA HOMEP
KapTKu!

[}, HavionansHui K
'j Gank Yrpaiies :
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[Ilo MoHa TOBIAOMIISITH TIPO CBOIO KAPTKY -
TiJIbKU 16-3HAYHMI HOMEP KAPTKH.

Bce inme, To Benmuka taemuaui. [laxpai ming
pI3HUMU XUTPOILIAMHU HaMararoTbcs
BUMaHUTH y  CBOIX KepTB  Ouiblie
iHpOopMarii.

Ocp, Ky cXeMy NpUAYMAJIHM axpai!

[IponaBens BuUCTaBisiE Ha OE3KOIITOBHIM
JIOIIIIII OTOJIONICHBh HA MPOAAXK TOBap (YacTo
1€ JUTSY1 TOBAPH).

[IponaBiro TenedoHye ICEBAO-TIOKYIICIb,
AKUW caM TPONOHY€E 3IIHCHUTH TIOBHY
nepenoruiary. Illaxpaili HIONTO XBHIIFOETHCA,
1100 TpoAaBeIh HE TIPOIAB TOBAP 1HIIIOMY.
[Ipocuth y TOKyHus IMIBUACHBKO JJIS
3M1ACHEHHS MepeKa3y HaJaTh:

HOMEp KapTKH, TE€pPMIH [li, TPbOX3HAYHUI
HOMEp Ha 3BOPOTI KapTku, SMS-xon BiX
OaHKy.

Ane 1te nactka! Ilam’garan! 16-35aunuit
HOMED KapTKHU — II€ BCE, 110 MOTPiOHO 3HATH,
100 repepaxyBaTy I'poIli Ha KapTKy.



Ne6 Ilpoiiau onutyBaHHs-Burpaii Iphone

LLIo6 oTpmaTh Npu3 — CniaTh KOMICito I1laxpai CTBOPIOIOTH CaiiTy, sKi Ly’Ke CXOKi Ha CaifTH BiZoMHX
KaMITaHii.
Po3MimyoTs moaiOHi oroJiomeHHs:

® [IPONIY ONMMTYBAHHS Ta OTPUMAa IPOLIOBY BUHATOPOLY
abo

® TIPOIM ONMMUTYBAaHHSA Ta Bi3bMHU y4acTh po3irparii iPhone.
3aBmaHHs MpocTe: MOTPiOHO BIAMOBICTH Ha 5-10 HeCKIaHUX
3alUTaHb.
CyTb 3anuTaHb: OLIIHUTU PIBEHb CEPBICY, BKa3aTH TOBAPH YU
MOCITYTH KM BH HaJla€Te NepeBary, 3a3Ha4lTH BiK, CTaTh
TOILIO.
[Ticnst mpolIeHOT0 ONMUTYBAHHS CUCTEMA MTOKA3Y€, 10 BU TO
caMMii IACIUBYMK, sikuil BUrpaB iPhone. AGo BU «3apoOuimy
JIEKUIbKa THCAY.
I TyT nounHaeTbCcs HallikaBime:

® 11100 OTpUMATHU POl MOTPIOHO CIUIATUTH KOMICIIO;

e gurpam — 10 000 tucsy, a komiciga — Bceoro 100 rpw;

® KEpTBI HE IIKO/a, BOHA IUIATUTB;

® [0TiM IIe Tpeba 3aIuIaTUTH MOJIaTKH, BIHCHKOBUIA 301p
TOIIO (CTIMCOK TaKUX KOMICIH OE3KIHEUHHH );

® KepTBa IUIATUTH, IOKH € POl a00 MOKU HE MpHUiie
OCSISIHHSI, 1110 11€ 3BUYaiiHa adepa.
Sk BOepertucs?

e He BipuTH B XajsBy.

e He Bucunaru OAHUX TOKyMEHTIB Ta HE BKa3yBaTu

L]
He Bip! Lie Tvnosa
Wwaxparcbka cxemal

HauioHanbHui K"F&Emm
GaHk Ykpaiuu g tonen

0 800 505 170

Tenedonyw Ha rapsuy niilo Kibepnoniuii

[oTpanue 4o pyk waxpas?

CEKpPETHHUX PEKBI3UTIB, KOJ1B, TApOJIIB.



e [lomarku Ta 300pu MopsiTHA KaMITaHis, sika MPOBOAUTE po3irpal 0epe Ha cede ado Taki IJ1aTeX 1 BUPAXOBYIOThCS 3 BUTPAIILY.

Lle TunoBa
waxpancbKka cxema!

Haacvnaew cendi — otpumyewl 6opru
Nno KpeguTtax Big WwWaxpais

HauionaneHui
Gavk Ykpaium

MoTpanuB 4O PYK Waxpan?

HAJICUJIAETE KOTIIO JOKYMEHTA.

0 800 505 170

TenedoHyin Ha rapsa4y nidito Kibepnoniuir

Ne7 Cendi 3 nacnoprom

Yyuu BU Take, 110 32 MpaleBJIalITYBaHHs Tpeda
IJIATUTH?
Bussnsiersces, mo tpeda! Tinbku He cipaBKHIM
pOOOTONIABIISIM, a — IIAXPasiM.

e [llaxpai po3MIIIyIOTh BaKaHCIi.

e 3aMaHIOIOTh JIO[IeH MPUBAOIMBUMU YMOBaMU Ta
BIJICYTHICTIO KBaTihiKaIrii.

e Ko TronuHa MOTOKYIOThCS Ha POOOTY, TIPOCATH
3aIIaTUTH CTPAXOBUM BHECOK.

e Sk pesynbrart, MoauHa 6e3 poOoTH 1 6€3 TpoIIei.

AJle cTpaxoBHUil BHECOK, 1Ie 1aJIeKO He Bce.
Hlaxpai npocsaTe HaaaTu cendi 3 macmopToM, a MoTiM
HAaOMPAIOTh OHJIAWH-KPEAUTIB HA CBOIX KEPTB. 3aMICTh
CTPaxOBOTO BHECKY «HMIyTh Ha MOCTYMKU» 1 MPOCSTH MOBHI
PEKBI3UTH KAPTKU. 3BUYAITHO K, 11100 BKPACTH 3 HEI rpoIl.
Sk 3axucrurucs?

e Hikonu He TUIaTUTH 32 MpaleBiIallTyBaHHs Hallepe]l.

e bepertu cBiit macniopt. He Hagcunatu cendi 3
JOKyMEHTaM He3HalloMHM 0co0aMm.

e TpumaTu peKkBI3UTH KapTKH B cekpeTi. [loBigommsatu
MOXKHA JiuIie 16-3HauHUil HOMEP KapTKHU.

e € HeoOXiAHICTH HaaiCc/IaTH Koriro nacnopty? Ha
KOTI1 3a3HaYalTe Jary, MiMKUC Ta Ha3By KOMITIaHii 10 sSKOi



"IMpwuBiT, Niwnn B KiHO! BpOHION KBUTKNK

34 NocuNaHHaMm"

He nepexoab 3a nocu1aHHAMM
Big ManosHanomMmux nopgen!

Kopuctyinca 6esneyHnmm
nnaTi>KHUMKU canTamu

HaujonanbHui KIBEP
6aHK Ykpainu sampe ok s

MoTpanuB 4O pyK Wwaxpas?

0 800 505 170

TenedoHyit Ha rapsdy niHilo Kibepnoniuir

Ne8 IIlaxpai Ha caliTax OHJIAIH-3HAWOMCTB

[ITaxpai peecTpyrOTbCS HA CaiiTax OHJIAMH-3HAMOMCTB
Ta MOJIIOIOTH TaM Ha CBOIX KepTB. MIIlIEHHIO MIaxpast
MOXKYTh CTaTH SIK YOJIOBIKH, TaK 1 )KIHKH.
Po3riisinemo cuenapiid, ae »kepTBa — 40J10BiK:

® 1axpaii cTBoproe npodiib 3 MpuBaOIUMU
XK1HOYMMU (HOTO;

® TpailIMBO MHUIlle TAPyOKy Ta Maiike opaszy
MIPOIIOHYE 3YCTPITUCH;

® MicIle 3yCTpiul — KIHOTeaTp AJIs JBOX.
2KeptBa B 3axBari BiJ] Takoi iHILIaTUBU. 30BCIM HIYOTO
HE T1JI03PIOE.
[Taxpail mponoHye KaBajnepy 3a0pOHIOBATH KBUTKH Ta
CKHJIa€ MOCWIAHHS HA CAUT KIHOTEaTpy.

3BMYalHO, CAUT IIAXPAUCHKHH.

[TapyOok miatuth, TUIa€Thes 0e3 rporel 1 6e3
noOayeHHs!.
I moGpe, sKIIO BapTiCTh KBUTKIB Oy/ie €IMHOIO BTPATOIO
KEPTBH.
MoxyTh OyTH Taki CaliTH, sIKI 3UUTYIOTh PEKBI3UTH
KapTOK.
Sk He moTpanuTH B NacTKy?

e KopucTyBarucs 0€3MeYHUMH TUIATIKHUMU
CaliTaMH.

e He nepexoauTu 3a MOCHJIAHHSAMU BiJ CTOPOHHIX
oci0.



Ilinakar Nel3 MoOuibHuii inTepHer un WI-FI y He3nHaiioMux micusix

He 3pincHion nnarexi,
KO/MTN KOPpMCTYELUCH
3aranbHoO4OCTYNHOKIO
mepexero Wi-Fi
Laxpain moxe nepexonnuti

OaHi TBoEl DaHKIBCbKOT
KapTKK

. HauionansHwia KIEEP
. . nonILe
"} Bank Yepainu NIINILRR

MoTpanue oo pyk wWaxpana?

0 800 505 170

Tenedorwyd Ha rapady nidike KiGepnonigli

HapaBaii mepeBary iHTepHETY BiA MOOLIBHOTO
oreparopa Tepen 3arajJbHOJOCTYITHOIO MEPEKeIo
Wi-Fi!
[Maxpai  MOXyTb  CTBOpIOBaTH  JyOJiikaTh
3araJIbHOJOCTYITHUX Mepex Wi-Fi Ta,
nepedyBaroun B OJHIA Mepexi 3 To0oIo,
MepPEXOIUTIOBATH JaH1 0aHKIBCHKUX KapTOK, MapoJi
Ta MOBIJJOMJICHHS.

JloTpumyiics mopaj, mod He NOTPANUTH
A0 PYK LIaxpais.

1. He 3piiicHioli OaHKIBCHKI omepairlii, KOJu
MIIKITIOYCHUH 10 3araJIbHOAOCTYITHOT  MEpexi
Wi-Fi.

2. He BuxopucroByit wmepexi Wi-Fi, 1o
IPOCATH aBTOPU3YBATUCS 32 HOMEpPOM Teneony,
€JIEKTPOHHOIO TMOIITOK a00 Yepe3 COLMEPEXi:
UM MOXKYTh CKOPUCTATHUCS 3JTOBMUCHUKH.

3. Bumknu OMIIiIO ABTOMAaTUYHOTO
HIJKITIOYEHHS 0 3arajlbHOIOCTYITHUX MeEpex
Wi-Fi.

Kpame 3aBxaum KopuCTylcs 1HTEPHETOM Bij
MOO1IBHOTO omeparopal



CYMHIBHI BUIIJIATHA!!!!
Yeprosa cxema maxpais - «I0TIOMOTa»

Hopori 6patu i cectpu!!! 3 sin OOH. ¥ mecenmxepi Telegram

a0o0 @elicOyk, uu Oyap-sAKid 1HIIN

CbO I'OL],H | WHBOIoO qu A MU COIIATBHIN Mepexi MOXYTb

nOl_l M H a eM 0 B M nn aTg 3’ SIBJIITUCSI IOCHJIAHHS Ha OTPHUMAHHA
xutenam YkpaiHu, H s

nonomoru Bim OOH um Oynp sKux
IHIITMX OpraHi3aIlii.

XKeptBa BBOOUTH CBOi PEKBI3UTH IS
onsaiiH-0ankiary. Ilicma 1meoro 3 ii
paxyHKy 3HUKAIOTh T'POLLII.

rPUBEHD.
iIHKaMm 4000 rpuseHsb. [itam
no 3000 rpuBeHs.
= = https://is.gc.

VY momnitii HaraAyrTh — abu HE CTaTH JKEPTBOIO IIAxpaiB, CJiJ HE MEPEXOJUTH 3a CYMHIBHUMHU MOCWJIAHHSIMHU Ta 3QJIMINATHA JaHI CBOI
O0aHKIBCHKUX KapTOK. TakoXk pajsiTh OTpUMYBaTH 1H(GOpPMALi0 TIIBKH 3 OMIMIAHUX jKkepen. Jns 3104MHHMX NI 1axpai CTBOPIOIOTh
(heiikoB1 CTOPIHKY pi3HUX opraHizailii, sk or OOH, UepBoHoro xpecta, 6marofiiHux (HoH/I1B Ta OaHKIB.




